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The Dark Side of Electronic Medical Records 

By Daniel K. Mangum, DO, FACP 
 

The adoption of Electronic Medical Records (EMRs) has been a cornerstone to the federal 
governments plan to lower healthcare costs with claims of potential savings of $80 billion a 
year.  Such a system has been envisioned to reduce duplication of tests and limit medical 
errors and lawsuits. It has been purported to streamline and improve a physician’s practice 
and reduce overhead costs, help improve preventive care services, and better help manage 
chronic illnesses.  

The problem is that there is no evidence behind nearly every claim.  On the contrary, there 
are several studies showing that EMRs do not lower medical costs or improve clinical 
outcomes.  There is no evidence that errors are limited with the exception of alerts to 
medication and drug-to-drug interactions. More concerning, EMRs can easily allow 
fraudulent use to increase provider income and may subsequently actually raise healthcare 
costs. 

The concern of misuse of EMRs is known by the US Department of Health and Human 
Services (HHS) and the Office of the National Coordinator for Health Information Technology 
(ONCHIT) as noted in a comprehensive report from 2007.1  Some comments from that report 
include:  

“Moving to an electronic environment without proactive fraud management capabilities 
built in has the potential to greatly increase fraud.”  

“Provide a new opportunity for fraudulent behavior, and on ever-increasing scales…” 

One must have some basic understanding of billing practices in order to understand how 

                                                 
1 Recommended Requirements for Enhancing Data Quality in Electronic Health Records, June 2007, prepared by RTI 
International 
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easily this may be accomplished. Visits to medical providers usually generate an Evaluation 
and Management code.  An established patient for a routine office visit will usually be billed 
with an E+M code 99213.  In order to justify the next higher code 99214, a provider has to 
document certain criteria to the history, exam and/or decision process.  The provider must 
document a “detailed history,” a “detailed exam” and the decision for treatment must be 
“moderately complex.”  The rules, however, are more lenient as only two of those three 
areas need be met to allow the higher charge. 

Consider the “detailed history” requirement.  Either details of symptoms (chief complaint) OR 
the status of three chronic or inactive problems must be listed.  This suddenly becomes quite 
simple with a computerized system that allows cut and paste technology listing chronic 
inactive stable problems.  Next, there needs to be a review of two (or more) of the nine organ 
systems.  Again, EMRs can easily and often list all nine with a default template of all systems 
being negative.  Finally, just one pertinent element from the past medical, family or social 
history needs to be listed.  That information rarely changes and also is easily imported to a 
chart note.  A “detailed history” can be documented with little time or effort for all visits no 
matter how simple the problem. 

Documenting a “detailed exam” is just as effortless.  A simple keystroke will again import a 
past exam for each person (cut and paste) or a template already completed and just needing 
some minor editing to appear unique. If both the history and exam are “detailed,” then the 
criterion for 99214 charges has been achieved.  The decision section can be quite basic, but 
it could easily be made to appear “moderately complex” using the tools of the EMR system. 

The potential of abuse is not restricted to E+M charges, and may be greater for treatment 
services and charges based on CPT codes.  Providers that do similar treatments at each 
visit (chiropractors, physical therapists, acupuncturists…) can create a complex appearing 
template for the decision section and use it for every single visit.  They may bill for multiple 
services that may or may not have been provided.  This could have been done in the past 
with standard paper forms and checked boxes, but the language and details imported by an 
EMR can give an appearance of greater legitimacy 

 
The report cited earlier pointed this out:  

"EHRs [Electronic Health Records] provide a variety of tools that enable a provider to 
be more efficient when documenting an encounter . . . These tools include the use of 
defaults, templates, copying, and others.  

The report then continues with the warning:  

"[These tools] can be extremely helpful if used correctly; however, the tools can also 
open the EHR [system] up to fraud or abuse." 
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A routine 10-minute office visit can suddenly appear very complex. The chart note often 
becomes several pages long and filled with information that in reality was never reviewed, or 
exam components listed yet never completed.  The report may include multiple treatment 
recommendations nearly identical at every visit without any new information or comments 
added or changed to justify the course of treatment.   

Physicians or adjusters reviewing printed visits generated by EMRs often face a monstrous 
task of reading records that often are nearly identical, word for word, at each and every visit.  
Subtle minor editorial changes may be added, but it can be a challenge to find them hidden 
within pages of voluminous notes.  The documents generated may often contain conflicting 
information due to default templates where one section may claim a problem, while another 
system review section reports it differently.  Even in these situations it is nearly impossible to 
detect fraud. Many times it may simply reflect poor or erroneous documentation and a failure 
of the provider to carefully read and edit the note.   

What seems absolutely clear is that the benefits and expectations promised by the use of 
EMRs are questionable at best, and the potential of misuse and fraud greatly 
underestimated or understood by most of the advocates for the widespread adoption of 
these expensive systems.  
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